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Abstract 

cSadksa dh lqj{kk ç.kkyh ds fy, lkbcj lqj{kk ,d egRoiw.kZ Hkkx gS] D;ksafd cSadksa esa xzkgdksa dk 

u flQZ iSlk ouZ mudh laosnu'khy futh ,oa foÙkh; tkudkjh Hkh gksrh gSA ;gh dkj.k gS fd xzkgdksa 

dh budh futh tkudkjh gksuk gh lkbcj vkØe.kksa dk dsUæ cuk jgrk gS vkSj ;gh geys vkSj buds 

gksus dh vk'kadk cSadksa dks lq–<+ lqj{kk ç.kkyh dks cukus dks etcwj djrh gSA xzkgdksa dk Hkjkslk blh 

lqj{kk ç.kkyh dh otg ls vkdf"kZr gksrk gS] ftldks nko is yxkds dksbZ Hkh cSad tksf[ke ugha mBkuk 

pkgsxkA lqj{kk ç.kkyh esa gqbZ ,d NksVh lh pwd cSad dh o"kksZa ls cuh lk[k dks lsfdaMksa esa [kkd esa feyk 

ldrh gS vkSj tkfgj gS fd dksbZ Hkh cSad foÙkh; uqdlku dks viuh fdlh Hkwy ds dkj.k D;ksa gh ogu 

djuk Lohdkj djsxkA oS”ohdj.k ds orZeku nkSj esa] baVjusV cSafdax ;k vkuykbu cSafdax us 21oha lnh 

ds vkèkqfud cSafdax ;qx esa Økafr lh yk nh gSA euq"; lqpukvksa] fopkjksa vkSj Kku ds vknku&çnku ds 

fy, fofHkUu mik;ksa dks fodflr djrk jgrk gS] tks muds fy, vR;kfèkd egRo j[krs gSaA bysDVª‚fud 

cSafdax rduhd esa gqbZ çxfr us cSafdax dk;Z dks csgn vklku cuk fn;k gSA cSafdax dk;Z v‚uykbu cSafdax 

vkSj ,aMª‚bM eksckby Q+ksu ds ekè;e ls 'kh?kZrk ls lEiUu gks jgs gSa vc cSafdax ysu&nsu ,d fDyd 

ek= dh nwjh ij gSA 

 o"kZ 2016 dh uksVcUnh vkSj ;wihvkbZ dh y‚fUpax us Hkkjr dh cSafdax dks ges'kk ds fy, cny 

fn;k gSA tks dk;Z igys iklcqd viMsV djkus ds fy, ykbu esa yxdj gksrk Fkk] og vc ,d Qr~ 

LdSu ij gks tkrk gSA Hkkjrh; jk"Vªh; Hkqxrku fuxe ds MsVk ds vuqlkj vçSy 2026 esa ;wiuvkbZ us 18 

vjc VªkatSD'ku dk vkadMk ikj dj fy;k gSA ijUrq lkbcjLisl esa lwpuk çkS|ks;ksfxdh ds c<+rs nq:i;ks 

ls jk"Vªh; vkSj vUrjkZ"Vªh; Lrj ij lkbcj vijkèk c<+ jgs gSaA tksf[ke vkSj mlls tqMh leL;kvksa dh 

la[;k fnu çfr fnu c<+rh gh tk jgh gSA RBI Report on Trend and Progress of Banking in India 

2024&25 crkrh gS fd fMftVy isesaV Ý‚M dh jkf'k fiNys 3 o"kZ esa 5 xquk c<+h gSA bl vkèkkj ij 

dgk tk ldrk gS fd v‚uykbu vkSj eksckby cSafdax vHkh Hkh lqjf{kr ugha gksrk gSA bl ys[k dk mís'; 

lkbcj geyksa dh leh{kk djuk gS vkSj cSfdax ls tqMs lkbcj vijkèkksa vkSj gSdlZ }kjk viukbZ tkus 

okyh ubZ rjdhcksa vkSj rjhdksa ij dsafær gSA ;g vè;;u iwjh rjg ls lgk;d MsVk ij vkèkkfjr gSA 

bl vè;;u ds fu"d"kZ Hkkjr esa vkbZVh ds c<+rs mi;ksx vkSj v‚uykbu cSafdax ls tqMs lkbcn vijkèkksa 

dks mtkxj djrs gSaA bl ys[k ds ekè;e ls v‚uykbu cSafdax esa vijkèkksa dh jksdFkke vkSj lqjf{kr 

mi;ksx ds fy, dqN lq>ko Hkh fn, x;s gSaA 

eq[; „kCn& lwpuk çkS|ks;ksfxdh] lkbcj vijkèk] lkbcj geyk] eksckby cSafdax] v‚uykbu cSafdax] jk"Vªh; 

vijkèk fjdkfMZax dk;kZy;] gSfdaxA 
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Introduction 

Hkkjr esa cSafdax dk bfrgkl lfn;ksa iqjkuk gS] fdUrq fiNys nks n'kdksa esa bldk psgjk iwjh rjg 

cnyk lk x;k gSA ,d le; Fkk tc cSad dk eryc yach ykbu] ysu&nsu gsrq Q+‚eZ Hkjuk] iklcqd 

viMsV ,oa psd fDy;j gksus ds fy, 3 fnu dk bartkjA 1969 esa cSadksa ds jk"Vªh;dj.k ds ckn czkap 

cSafdax dk foLrkj gqvkA xkao&dLcksa rd cSad igqapsA yksxksa dk iSlk lqjf{kr gqvk vkSj cpr dh vknr 

c<+hA fdUrq bl flLVe dh lhek FkhA [kkrk [kksyus ls ysdj yksu ysus rd çR;sd dk;Z dks dkxt ij 

fd;k tkrk FkkA cSad ds [kqyus dk le; çkr% 11 ls 2 cts rd] 'kfuokj dks vkèkk fnu vkSj jfookj 

dks vodk'k dk çkoèkku FkkA vkikrdky esa iSlk fudkyuk ekuks ukeqefdu FkkA dS'k fdax gqvk djrk 

Fkk vkSj VªkatSD'ku esa le; o Je nksuksa yxrk FkkA 1970 dk n'kd lkbcj lqj{kk dh okLrfod 'kq:vkr 

vkSj vko';drk dk nkSj Fkk] ;gh og le; Fkk tc ,MokaLM fjlpZ çkstsDV~l ,tsalh usVodZ dh igy 

dh x;h Fkh vkSj blh ds ekè;e ls usVodZ vkSj fMokbl dks ckgjh [krjksa ls lqjf{kr fd;k tkrk gSA 

1980 esa cSadksa esa fjd‚MZ j[kus vkSj lsokvksa ds fy, ilZuy dEI;wVj dk bLrseky 'kq: gqvk vk Sj 1982&85 

ds nkSj es Hkkjrh; cSafdax esa èkhjs&èkhjs dEI;wVjhdj.k dks c<+kok feykA lqj{kk ds blh vk;ke dks lq–<+ 

cukus ds –f"Vdks.k ls daifu;ka viuh xksiuh;rk vkSj vius deZpkfj;ksa dh futh tkudkfj;ksa dks lqjf{kr 

j[kus dsa fy, daiuh esa fo'ks"kKksa dh fu;qfä djrh gSaA rkfd bu fo'ks"kKksa ds dks'ky ls lkbcj geyksa 

ls cpk tk ldsA rc ls orZeku rd cSafdax {ks= us xzkgdksa ds foLokl dks dk;e j[kus ds mís'; ls 

lqj{kk ds vusd rjhds viuk, gSaA 1990 ds n'kd esa futh vkSj fons'kh cSadksa us dkSj cSafdax dusfDVfoVh 

'kq: dh] ftlds ckn ljdkjh cSadksa us Hkh bldk bLrseky 'kq: fd;kA  

cSafdax dk fMftVy VªkalQ‚eZs'ku& baVjusV ds vkus ls cSafdax {ks= iwjh rjg ls cny x;k] [kkldj 

lqj{kk ds ekeys esa] D;ksafd vc gekjh èkujkf'k cl ,d fDyd esa gekjs gkFk esa gSA mi;ksxdrkZ fofHkUu 

rjhdksa ls vius iSls dk çcaèku dj ldrs gSaA bysDVª‚fud cSafdax fMyhojh pkSuyksa ds ekè;e ls cSafdax 

mRiknksa vkSj lsokvksa dk çkoèkku gSA bl cSafdax ç.kkyh ds ekè;e ls xzkgd dks baVjusV ds tfj, ls 

èkujkf'k ds ysu&nsu ds fy, ,d vkSj fodYi feyk bysDVª‚fud cSafdaxA 1990 ds n'kd esa cSad esa 

dEI;wVj vkuk cM+h ckr Fkh] o"kZ 2010 rd dksj cSafdax lkY;w'ku ;kuh lh0ch0,l0 vk;kA fdUrq vlyh 

xSe psUtj 2016 ds ckn cuk tc cSad us vius flLVe ds njokts fQuVsd ds fy, [kksysA Open Banking 

API ds tfj, vkt Qksu&is] xwxy&is] ØsM tSlh lSdM+ksa ,si lhèks vkids cSad vdkmaV ls tqM+h gSaA 

bldk Qk;nk buksos'ku esa gks ldrk gS vkSj uqdlku orZeku esa lkbcj vVSd ljQsl 10 xquk gks x;k 

gSA igys gSdj dks cSad dk esu loZj rksM+uk iM+rk FkkA vc fdlh detksj fQuVsd ikVZuj dk UPI gSd 

djds Hkh oks cSad rd igqap ldrk gSA 2023 dk iMobile Pay dsl blh dk mnkgj.k gSA 

vkus okys dqN o"kksZa esa] —f=e cqf)eÙkk vkSj e'khu yfuZax foÙkh; lsok m|ksx esa lkbcj lqj{kk ds 

eq[; pkyd cus jgsaxsA ge cktkj esa igys ls gh O;ofLFkr dqN vfèkd mUur lqj{kk mRiknksa esa bls 

ns[kuk 'kq: dj pqds gSa] tSls fd vPNs ckV cuke cqjs yksxA tksf[ke vkSj çfrQy ds ekeys esa Lopkyu 

,d vkSj egRoiw.kZ dkjd gS] D;ksafd cSad vkSj ØsfMV ;qfu;u gj ml pht dks Lopkfyr djus dh 

dksf'k'k dj jgs gSa ftls os dj ldrs gSaA ge vkSj Hkh vfèkd yks&dksM vkSj uks&dksM IysVQ+‚eZ ns[ksaxs 

ftudk mís'; ekuoh; =qfV dk s de djrs gq, foÙkh; laLFkkuksa dh n{krk esa lqèkkj djuk gSA v‚uykbu 
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cSafdax gj fdlh ds fy, fQftdy vkSj isijysl cSafdax dks eq¶r cukrh gS vkSj blds lkFk&lkFk og 

v‚uykbu cSafdax cSadksa dh ifjpkyu ykxr dks Hkh de djrh gS] D;ksafd blls 4]444 xzkgdksa ls tqM+h 

ykxrsa de gksrh gSa vkSj mudh 'kk[kkvksa dk usVodZ Hkh NksVk gks tkrk gSA vc v‚uykbu cSafdax dk 

jkstkuk bLrseky yksaxksa ds fy, nSfud ysu&nsu dk ,d vke pyu cu x;k gSA ,sls dk;ZØe] ;kstuk,¡ 

vkSj uhfr;k¡ tks lkbcj lqj{kk esa bl dkS'ky dh deh dks nwj djrh gSA lkbcj lqj{kk esa ih<+h ds varj 

dks ikVuk vkSj bl {ks= esa vfèkd fofoèkrk ykuk vkt dh ,d vkSj egRoiw.kZ çkFkfedrk gSA lbcj 

lqj{kk dk vFkZ gS ,slh rduhdksa vkSj dk;Zç.kkfy;ksa dk lewg] ftUgsa usVodZ] fMokbl vkfn dks fdlh Hkh 

geys] {kfr ;ks vufèk—r igq¡p ls cpkus ds fy, fMtkbu fd;k x;k gSA lkbcj lqj{kk] rduhdksa] 

çfØ;kvksa vkSj fu;a=.kksa dk mi;ksx djds flLVe] usVodZ] çksxzke] fMokbl vkSj MsVk dks lkbcj geyksa 

ls cpkus dk ,d vH;kl gSA bldk mís'; lkbcj geyksa dks de djuk vkSj flLVe] usVodZ rFkk 

rduhdksa ds vufèk—r nq:i;ksx ls lqj{kk çnku djuk gSA 

bl ys[k dk eq[; fo"k; v‚uykbu cSafdax esa lkbcj flD;ksfjVh ds ykHk vkSj pqukSfr;ksa dk 

ewY;kadu djuk gS] ;g v‚uykbu cSafdax lsokvksa ds lkeus vkus okyh pqukSfr;ksa dk fo'ys"k.k djrk gS] 

vkSj lkbcj vijkèk dks fu;af=r djus rFkk mlls cpko ds fy, fuokjd mik;ksa o lqj{kk lacaèkh lq>koksa 

dh is'kd'k djrk gSA D;k vkidks ugha yxrk fd gekjs v‚uykbu QaM~l Hkh Hkjkslsean lqj{kk ds gdnkj 

gSa\ ;gha ij lkbcj lqj{kk dke vkrh gSA lkbcj lqj{kk daI;wVj] lsokvksa] eksckby midj.kksa] bysDVª‚fud 

ç.kkfy;ksa] usVodZ vkSj MsVk dks nqHkkZoukiw.kZ geyksa ls cpkus dk ,d rjhdk gSA bls lwpuk çkS|ksfxdh 

lqj{kk ;k bysDVª‚fud lwpuk lqj{kk ds :i esa Hkh tkuk tkrk gSA bl 'kCn dk mi;ksx fofHkUu lanHkksZa 

esa fd;k tkrk gS] O;kikj ls ysdj eksckby daI;wfVax rd] vkSj bls dqN lkekU; Jsf.k;ksa esa foHkkftr 

fd;k tk ldrk gSA usVodZ lqj{kk daI;wVj usVodZ dks ?kqliSfB;ksa ls cpkus dk ,d rjhdk gS] pkgs os 

yf{kr geykoj gksa ;k voljoknh eSyos;jA ,fIyds'ku lqj{kk l‚¶Vos;j vkSj midj.kksa dks [krjksa ls 

cpkus ij dsafær gSA [krjs esa iM+s ,fIyds'ku ml MsVk rd igqap çnku dj ldrs gSa ftls os cpkus ds 

fy, fMt+kbu fd, x, gSaA lQy lqj{kk fMt+kbu pj.k ls gh 'kq: gksrh gS] fdlh çksxzke ;k midj.k 

dks rSukr fd, tkus ls cgqr igysA lwpuk lqj{kk HkaMkj.k vkSj çlkj.k ds nkSjku MsVk dh v[kaMrk vkSj 

xksiuh;rk dh j{kk djrh gSA ifjpkyu lqj{kk esa MsVk laifÙk;ksa dks laHkkyus vkSj lqjf{kr djus dh 

çfØ;k,a vkSj lekèkku 'kkfey gSaA 

usVodZ rd igqapus ij mi;ksxdrkZvksa ds ikl ekStwn vuqefr;ksa dks çcafèkr djus dh çfØ;k,a] 

vkSj MsVk dks dSls vkSj dgk¡ laxzghr ;k lk>k fd;k tk ldrk gS] bl Js.kh esa vkrs gSaA vkink fjdojh 

vkSj O;kolkf;d fujarjrk ;g ifjHkkf"kr djrh gS fd laxBu lkbcj lqj{kk ?kVukvksa ;k vU; ?kVukvksa 

ij dSls çfrfØ;k nsrs gSa] ftuds ifj.kkeLo:i ifjpkyu ;k MsVk dk uqdlku gksrk gSA ,d vkink 

fjdojh uhfr ;g ifjHkkf"kr djrh gS fd dksbZ laxBu ifjpkyu vkSj tkudkjh dks dSls iquçkZ Ir djrk 

gS rkfd fdlh ?kVuk ls igys dh rjg gh ifjpkyu {kerk ij okil vk ldsA O;kolkf;d fujarjrk 

,d ,slh ;kstuk gS ftl ij laxBu rc fuHkZj jgrs gSa tc os dqN lalkèkuksa ds fcuk dke djus dh 

dksf'k'k dj jgs gksrs gSaA vafre&mi;ksxdrkZ çf'k{k.k lkbcj lqj{kk ds lcls vçR;kf'kr rRo] ;kuh yksxksa 

ij dsafær gSA dksbZ Hkh O;fä tks lqj{kk flQkfj'kksa dk ikyu ugha djrk gS] og xyrh ls fdlh lqjf{kr 
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ç.kkyh esa ok;jl Mky ldrk gSA mi;ksxdrkZvksa dks lafnXèk bZesy vVSpesaV gVkus vkSj vifjfpr USB 

Mªkbo dks dusDV djuk can djus ds ckjs esa f'kf{kr djuk fdlh Hkh laxBu dh lqj{kk ds fy, vR;ar 

egRoiw.kZ gSA 

v‚uykbu cSafdax ds Q+k;ns& 

1½ lqfoèkk& v‚uykbu cSafdax vius xzkgdksa dks t+cjnLr lqfoèkk nsrh gSA gekjs LekVZQ+ksu vkSj daI;wVj 

ges'kk miyCèk jgrs gSa vkSj vkids [kkrs rd 24@7 igq¡p nsrs gSaA v‚uykbu cSafdax ls vki vius ?kj 

;k v‚fQ+l esa vkjke ls cSBdj] cl ,d cVu nckdj vius [kkrs rd igq¡p ldr s gSa vkSj isesaV dj 

ldrs gSaA v‚uykbu cSafdax ds lkFk&lkFk] [kkrs dks fjU;w djkus] u, psd ysus vkSj ,slh gh nwljh 

ysu&nsu ds fy, u‚u&VªsfMax Q+aM dk Hkh bLrseky fd;k tk ldrk gSA 

2½ lqj{kk& tc xzkgd v‚uykbu cSafdax dk bLrseky djrs gSa] rks foÙkh; laLFkkuksa ds fy, lqj{kk lcls 

cM+h çkFkfedrk gksrh gSA cSad [kkrs dh lqj{kk dks cgqr xaHkhjrk ls ysrs gSa vkSj vkids [kkrs dks lqjf{kr 

j[kus ds fy, cgqr lkjk le; vkSj iSlk yxkrs gSaA v‚uykbu [kkrs dh lqj{kkA dbZ eksckby cSafdax 

,sfIyds'ku vc y‚fxu ds fy, ,fUØIVsM ck;ksesfVªd çek.khdj.k Lohdkj djrs gSaA tc dksbZ tqM+k gqvk 

cSad y‚fxu ds fy, vfrfjä lR;kiu dk vuqjksèk djrk gS] rks cSad dqN [kkl rjg ds tksf[keksa ls 

vius&vki lqj{kk Hkh ns ldrk gSA tSls fd fdlh vutku fMokbl ls bLrseky fd, tkus ijA 

3½ v‚uykbu buo‚bl isesaV& vklku [kkrk y‚fxu vkSj dq'ky v‚uykbu fcfyax ds lkFkA v‚VkseSfVd 

fcy isesaV lqfoèkk ds fy, vkidks cl ,d ckj dqN tkudkjh Mkyuh gksrh gSA cSad gj isesaV dk LVsVesaV 

esy ;k eSlst ls Hkstrk gSA 

4½ eksfcfyVh& fiNys dqN lkyksa esa v‚uykbu cSafdax us eksckby baVjusV cSafdax ds :i esa ,d vkSj 

dne vkxs c<+k;k gS vkSj vc ;g vlhfer eksfcfyVh ds nk;js dks Hkh doj djrh gSA 

5½ jsfeVsal ¼iSls Hkstuk½& v‚uykbu cSafdax ,d [kkrs ls nwljs [kkrs esa iSls VªkalQj djus dh çfØ;k dks 

rst+ dj nsrh gS] ftlls le; vkSj iSls dh cpr gksrh gS vkSj ;g t+~;knk lqfoèkktud cu tkrk gSA 

Vªkat+SD'ku ns[kus ds fy,] v‚uykbu cSafdax vkidks dgha ls Hkh vius [kkrs dh fgLVªh vkSj Vªkat+SD'ku 

ns[kus dh lqfoèkk nsrh gSA ,slk blfy, gS D;ksafd ;g lcls rst+ rjhdk gSA 

6½ ykxr esa deh& v‚uykbu cSafdax dh Q+hl de gksrh gS] ;k gks ldrk gS fd dksbZ Q+hl gh u yxsA 

lkbcj lqj{kk gsrq eq[; vkèkkj 

1- xksiuh;rk ¼Privacy½ 

2- v[kaMrk ¼Integrity½ 

3- miyCèkrk ¼Availability½ 

4- çkekf.kdrk ¼Authenticity½ 

5- vLohdkj u dj ikuk ¼Non&Repudiation½ 

vc ge vkidks bu ik¡pksa vkèkkjksa dks ,d&,d djds le>us esa enn djsaxsA 
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1½ xksiuh;rk& xksiuh;rk lkbcj lqj{kk ds lcls egRoiw.kZ vkèkkjksa esa ls ,d gSA ;g lqfuf'pr djrk 

gS fd vkidk MsVk fdlh ds lkeus ¼fdlh Hkh vukfèk—r lewg] laLFkk ;k fMokbl ds lkeus½ t+kfgj u 

gksA tc MsVk lqj{kk dh ckr vkrh gS] rks xksiuh;rk ,d cgqr gh egRoiw.kZ fgLlk gksrh gSA tc MsVk 

,d txg ls nwljh txg Hkstk tkrk gS] rks mls ,fUØIV ¼xqIr dksM esa cnyuk½ dj fn;k tkrk gSA 

bZesy esa nh xbZ tkudkjh dks dsoy mls Hkstus okyk vkSj mls ikus okyk gh le> ldrk gSA fdlh Hkh 

rhljh ikVÊ ¼FkMZ ikVÊ½ ds fy, vkids MsVk dks pqjkuk cgqr eqf'dy gksrk gSA th gk¡A tc vki vius 

nksLrksa ds lkFk pkSV djrs gSa] rks vkids eSlst ,fUØIVsM gksrs gSaA dksbZ Hkh rhljh ikVÊ vkids eSlst ugha 

i<+ ldrhA dsoy vki vkSj vkids nksLr gh mu eSlst dks lgh&lgh le> ldrs gSaA vc t+jk lksfp, 

fd vxj dksbZ vkSj O;fä vkids ;s lkjs eSlst i<+ ys] rks D;k gksxk\ D;k ;g ,d cgqr cM+h eqlhcr 

ugha gksxh\ vkius viuh futh tkudkjh 'ks;j dh Fkh] vkSj vc og tkudkjh fdlh rhljh ikVÊ ds ikl 

Hkh igq¡p xbZ gSA vc og tkudkjh rhljh ikVÊ ds ikl miyCèk gSA gks ldrk gS fd vkidks dbZ 

vyx&vyx rjg dh lsokvksa ds fy, U;ksrk ¼invitation½ Hkh feyus yxsaA blfy,] xksiuh;rk ;k tkudkjh 

dks xqIr j[kuk cgqr t+:jh gSA tc rd vkidh ckrphr futh jgrh gS] rc rd vkidh futh tkudkjh 

Hkh lqjf{kr jgrh gSA vki fcuk fdlh fpark ds] tks pkgsa og dj ldrs gSaA blfy,] xksiuh;rk dk 

eryc gS] MsVk rd igq¡p dks fu;af=r djus ds fy, ikloMZ] ,fUØI'ku vkSj ck;ksesfVªd LdSfuax tSlh 

rduhdksa dk bLrseky djukA 

2½ v[kaMrk & fdlh dks Hkstk x;k eSlst ges'kk vius ewy :i esa gh LVksj gksrk gSA eSlst dks jkLrs esa 

cnyk ugha tkuk pkfg,A MsVk dks rhljs i{kksa }kjk NsM+NkM+ ls lqjf{kr j[ksaA vkids MsVk dks mlds ewy 

:i esa j[kus ds fy, ,d çHkkoh lqj{kk ç.kkyh cukbZ xbZ gSA rhljs i{k vkidh lgefr ds fcuk vkidh 

tkudkjh ugha cny ldrsA ;fn vkidk MsVk vkidh vuqefr ds fcuk cny fn;k x;k gS] rks bldk 

lhèkk lk eryc gS fd fdlh us vkids MsVk ds lkFk NsM+NkM+ dh gSA bZekunkj e‚MyA eku yhft, 

vki Instagram bLrseky dj jgs gSa vkSj vius nksLrksa ds lkFk pkSV dj jgs gSaA fdlh us vkidks chp esa 

Vksdk] vkSj ftl O;fä dks vkius eSlst Hkstk Fkk] mlus eSlst feyus ls igys gh mls ,fMV dj fn;kA 

blls vkids vkSj ftl O;fä ls vki ckr dj jgs gSa] mlds chp cgqr lkjh leL;k,a iSnk gks ldrh 

gSaA gk¡A eSaus viuk ØsfMV dkMZ bLrseky fd;k] vkSj og vpkud dke djuk can dj x;kA tc eSaus 

vfèkdkfj;ksa ls laidZ fd;k] rks mUgksaus eq>s crk;k fd tkudkjh cny xbZ FkhA vki bl ij dSls 

çfrfØ;k nsaxs\ vki ldkjkRed :i ls çfrfØ;k ns ldrs gSaA blfy,] ,slh ?kVukvksa dks jksdus ds fy, 

MsVk v[kaMrk ¼Data Integrity½ t+:jh gSA MsVk dks mlds ewy Q+‚eZsV esa j[kk tkrk gS] vkSj rhljs i{kksa 

}kjk fdlh Hkh rjg ds cnyko dh vuqefr ugha gksrh gSA 

3½ miyCèkrk & igq¡p dk eryc gS fd vkidk MsVk dksbZ Hkh O;fä] ftlds ikl mls ,Dlsl djus dh 

vuqefr gS] fdlh Hkh le; vklkuh ls ,Dlsl dj ldrk gSA fdlh Hkh rjg ls] ;g vkids flLVe dks 

iwjh rjg ls pkyw j[ksxkA viuh lqfoèkk ds vuqlkj viuk MsVk ,Dlsl djsaA lalkèkuksa dh miyCèkrk mUgsa 

miyCèk tkudkjh rd vklkuh ls igq¡pus esa enn djrh gSA miyCèkrk ds fy, lalkèkuksa dh t+:jr 

gksrh gS rkfd fLFkjrk cuh jgs vkSj le; ij viMsV vkSj j[kj[kko ds t+fj, MsVk rd yxkrkj igq¡p 

cuh jgsA mnkgj.k& cgqr ls yksx v‚uykbu cSafdax dk bLrseky djrs gSaA eku yhft, fd lHkh ysu&nsu 
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v‚uykbu cSafdax ds t+fj, fd, tkrs gSaA vki vius ysu&nsu dk bfrgkl vkSj [kkrs dk cSysal ns[kuk 

pkgrs gSaA vc] eku yhft, fd vkidk cSad fnu ds dqN [kkl le; ij gh bl tkudkjh rd igq¡p 

nsrk gSA ml le; vki tks eglwl djsaxs] mls 'kCnksa esa c;ku ugha fd;k tk ldrkA blfy,] blls 

cpus ds fy,] daiuh t+:jr iM+us ij ¼;fn vfèk—r gks½ tkudkjh rd igq¡p nsus dh dksf'k'k djrh gSA 

;g ;kn j[kuk t+:jh gS fd vkx yxus vkSj fctyh xqy gksus tSlh ?kVuk,¡ gks ldrh gSa] ftlls vkidk 

MsVk gSdlZ ds fy, vlqjf{kr gks ldrk gSA 

4½ çkekf.kdrk& çek.khdj.k MsVk dks gSdlZ ls cpkrk gS vkSj ;wt+lZ ls MsVk rd igq¡pus dk çek.k nsus 

dh ek¡x djrk gSA MsVk rd rHkh igq¡psa tc vkids ikl ml rd igq¡pus dk vfèkdkj gksA tkudkjh 

vkSj fyaDl ds lzksrksa dh tk¡p djuk egRoiw.kZ gSA çek.khdj.k fu;a=.kksa esa ikloMZ] ck;ksesfVªDl vkSj dbZ 

vU; rjhds 'kkfey gSaA vkb, çkekf.kdrk dks csgrj <ax ls le>us ds fy, ,d mnkgj.k ns[ksaA gk¡] 

cgqr ls yksx Instagram dk mi;ksx djrs gSaA vius ;wt+juse vkSj ikloMZ ds lkFk vius [kkrs esa y‚x 

bu djsaA vc] eku yhft, fd Instagram fdlh dks fcuk ikloMZ ;k ;wt+juse ek¡xs vkids [kkrs rd 

igq¡pus dh vuqefr ns nsrk gSA vkSj bl O;fä us vkidk MsVk pqjk fy;k] ftlesa vkidh Q+ksVks vkSj vU; 

pht+sa 'kkfey gSaA ;g lc gksus ds ckn vkidks dSlk yxsxk\ D;k ;g vPNk yxsxk\ muesa ls dqN rks 

vkRegR;k djus ds ckjs esa Hkh lksp ldrs gSaA ysfdu çkekf.kdrk] tks lkbcj lqj{kk dk ,d LraHk gS] 

bu lHkh pht+ksa dk è;ku j[krh gSA vufèk—r yksxksa vkSj midj.kksa dks vkidh tkudkjh rd igq¡pus ls 

jksdsaA ;g rHkh laHko gS tc yksxksa ds ikl vkids MsVk rd igq¡p gksA 

5½ fo”oluh;rk& u‚u&jsI;wfM,'ku ;g lqfuf'pr djus esa ,d vkSj egRoiw.kZ dkjd gS fd MsVk dsoy 

Hkstus okys dks gh Hkstk tk,A ;g lqfuf'pr djrk gS fd lans'k çkIr djus okyk Hkh Hkstus okys dh 

igpku lR;kfir dj ldsA vki lwpuk lqj{kk ç.kkyh }kjk çnku fd, x, y‚Xl dks [kksydj Hkstus 

okys vkSj çkIr djus okys dh igpku lR;kfir dj ldrs gSaA dksbZ Hkh rhljk i{k vkidh tkudkjh ds 

Hkstus vkSj çkIr djus dks fu;af=r ugha dj ldrk( dsoy nks yksx gh Hksts x, lans'k dks la'kksfèkr dj 

ldrs gSa] ,d&nwljs ds fy,A ;g mnkgj.k gesa usVodZ lqj{kk ds nwljs rRo—u‚u&jsI;wfM,'ku] dks csgrj 

<ax ls le>us esa enn djrk gSA vki eq>s blfy, VsDLV djrs gSa D;ksafd vki vius nksLrksa ds lkFk 

pkSV djuk pkgrs gSaA vkSj lans'k vkids nksLrksa ds vykok fdlh vkSj dks Hkst fn;k tkrk gSA vc vki 

bl LraHk ds egRo dh dYiuk dj ldrs gSaA bl rjg] vkidk lans'k dsoy vkids nksLrksa dks gh Hkstk 

tk,xk] fdlh vkSj dks ughaA 

lkbcj lqj{kk ds çdkj& 

1½ ,si lqj{kk& 

• vki vius Q+ksu ij ftu t+~;knkrj ,sIl dk bLrseky djrs gSa] os lqjf{kr gksrs gSa vkSj Google Play 

Store ds fu;eksa vkSj dkuwuksa ds fglkc ls dke djrs gSaA 

• ;wt+j 1-85 fefy;u vyx&vyx ,sIl MkmuyksM dj ldrs gSaA flQ+Z blfy, fd nwljs fodYi ekStwn 

gSa] lHkh ,sIl lqjf{kr ugha gksrsA 
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• dbZ ,sIl lqjf{kr gksus dk fn[kkok djrs gSa] ysfdu gels lkjh tkudkjh ysus ds ckn] ,si dk ;wt+j 

iSlksa ds cnys rhljs i{kksa ds lkFk tkudkjh 'ks;j djrk gS] vkSj fQj ,si dke djuk can dj nsrk gSA 

vpkud lkbcj geyk& ,si dks Google Chrome ds vykok fdlh Hkjkslsean IysVQ+‚eZ ls gh baLV‚y djuk 

pkfg,A lkbcj lqj{kk ds fy, 11 csgrjhu lq>ko& 

• vius MsVk dk cSdvi ysa&vius fMokbl ij ekStwn MsVk dks fdlh nwljh] vyx txg ij d‚ih djds 

mldk cSdvi ysuk] lcls t+:jh dkeksa esa ls ,d gS tks vki dj ldrs gSaA vxj vki ij dksbZ lkbcj 

geyk gksrk gS] rks gks ldrk gS fd vki vius PC] ySiV‚i] Q+ksu ;k fdlh Hkh nwljs fMokbl dks ,Dlsl 

;k bLrseky u dj ik,aA ysfdu vxj vkius vius MsVk dk cSdvi fy;k gqvk gS] rks vkids fMokbl 

ds lkFk dqN Hkh gks tk,] vkidk dqN Hkh ugha [kks,xkA 

• vius ,sIl dks vi&Vw&MsV j[ksa&tc vkidks irk pys fd vkids fMokbl ;k fdlh ,si dk viMsV 

vk;k gS] rks mls ut+jvankt+ u djsa( mls ftruh tYnh gks lds baLV‚y dj ysaA vkidks vius Q+hplZ 

viMsV djrs jguk pkfg,A ;s viMsV vDlj lqj{kk ls tqM+h dfe;ksa dks Bhd djus ds fy, Hkh gksrs gSaA 

vkids fMokbl ;k ,si esa ,slh dfe;ka gks ldrh gSa] ftUgsa lkbcj geykoj <wa<dj vkids flLVe rd 

igq¡pus ds fy, bLrseky dj ldrs gSaA vxj vkids fMokbl dks vc dksbZ viMsV ugha fey jgk gS] rks 

vkidks ,d u, e‚My esa vixzsM djus ds ckjs esa lkspuk pkfg,A 

• vius fMokbl ds l‚¶ +Vos;j vkSj ,sIl dks viMsV djsaA 

• vius flLVe dh lsfVaXl dks vius&vki viMsV gksus ¼automatically update½ ij lsV dj nsa] rkfd 

vkidks fpark u djuh iM+sA & vius fMokbl ls mu lHkh ,sIl dks gVk nsa] ftudk bLrseky vki vc 

vkSj ugha djrs gSaA 

2½ ,d vuks[kk ikloMZ pqusa& vktdy ge lHkh ds brus t+~;knk v‚uykbu vdkmaV gSa fd mu lHkh ds 

fy, t+:jh ikloMZ dks ;kn j[kuk eqf'dy gks x;k gSA bl leL;k ls fuiVus ds fy,] geesa ls dbZ 

yksx vius lHkh vdkmaV ds fy, ,d gh ikloMZ dk bLrseky djrs gSa] ;k fQj cl nks&rhu vyx&vyx 

ikloMZ gh ckj&ckj bLrseky djrs jgrs gSaA blesa fnDdr ;g gS fd vxj fdlh lkbcj geykoj dks 

vkids fdlh ,d vdkmaV dk ikloMZ fey tkrk gS] rks vDlj mls vkids dbZ nwljs vdkmaV dk 

,Dlsl Hkh fey tkrk gSA 

vki ftrus Hkh v‚uykbu vdkmaV cukrs gSa] mu lHkh ds fy, vyx&vyx ikloMZ dk bLrseky djsaA 

• vius ikloMZ LVksj vkSj eSust djus ds fy, ikloMZ eSustj bLrseky djds ns[ksaA 

• ikloMZ eSustj gh ,dek= ,slk vdkmaV gS ftlds y‚fxu fMVsYl vkidks ;kn j[kus dh t+:jr gSA 

• ikloMZ cukus ds fy, NksVs ikloMZ bLrseky djsa ;k ikloMZ dh txg dqN jSaMe 'kCn tksM+saA 

3½ Vw&QSDVj v‚FksafVds'ku pkyw djsa& Vw&QSDVj v‚FksafVds'ku ,d ,slk rjhdk gS ftlls vki vius 

v‚uykbu Vªkat+SD'ku dks gSd gksus ls cpkus esa enn dj ldrs gSaA vki vius fMokbl] tSls fd Q+ksu 

ij ,d dksM Hkstus ;k tsujsV djus dk fodYi Hkh pqu ldrs gSa] ftldk bLrseky vki gj ckj y‚fxu 
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djrs le; viuh igpku osfjQ+kbZ djus ds fy, dj ldrs gSaA bl rjg] vxj fdlh dks vkids vdkmaV 

dk ikloMZ fey Hkh tkrk gS] ysfdu vxj muds ikl dksM ikus ds fy, vkidk Q+ksu ugha gS] rks vkidk 

vdkmaV lqjf{kr jgsxkA 

• bZesy vkSj lks'ky usVofdZax vdkmaV tSls t+:jh vdkmaV ds fy, Vw&QSDVj v‚FksafVds'ku pkyw djsaA 

• vxj ,d ls t+~;knk fodYi miyCèk gSa] rks SMS ds vykok dksbZ nwljk fodYi pqusa] D;ksafd SMS de 

lqjf{kr gksrk gSA 

• nwljs Q+SDVj ds rkSj ij SMS dk bLrseky djuk] Vw&QSDVj v‚FksafVds'ku dk fcYdqy Hkh bLrseky u 

djus ls dgha t+~;knk lqjf{kr gSA 

• Vw&QSDVj v‚FksafVds'ku ¼2FA½ vkids v‚uykbu vdkmaV dks gSd gksus ls cpkus dk ,d vkSj rjhdk 

gSA 

• vki Q+ksu tSls fdlh fMokbl ij dksM Hkstus ;k tsujsV djus dk fodYi pqu ldrs gSa] ftldk 

bLrseky vki gj ckj y‚fxu djrs le; viuh igpku osfjQ+kbZ djus ds fy, dj ldrs gSaA 

• blfy,] vxj fdlh dks vkids vdkmaV dk ikloMZ fey Hkh tkrk gS] rks Hkh os vkids vdkmaV esa 

rc rd y‚fxu ugha dj ik,¡xs] tc rd muds ikl dksM ikus ds fy, vkidk eksckby Q+ksu u gksA 

4½ eksckby lqj{kk ls tqM+h ckrsa& 

1½ lcls igys] vkidks bl Q+ksu ij lHkh lqj{kk iSp ¼security patches½ baLV‚y djus gksaxsA 

2½ vkidks vius Q+ksu ds bu&fcYV ,si dk bLrseky djds lHkh isesaV ,sIl dks y‚d dj nsuk pkfg,] 

vkSj vius Q+ksu dk ikloMZ vius ifjokj ds ckgj fdlh ds lkFk dHkh Hkh 'ks;j ugha djuk pkfg,A 

• vki buesa ls dksbZ ,d rjhdk viuk ldrs gSa& 

• ,d ,DlVuZy gkMZ Mªkbo ysa vkSj v‚Q+ykbu ;k dksYM cSdvi djsa] ;k & Dropbox tSlh DykmM&csLM 

lfoZl ds fy, lkbu vi djsa vkSj DykmM cSdvi djsaA 

•  vius MsVk dk fu;fer :i ls ¼tSls] gj g¶+rs½ cSdvi ysrs jgsaA 

5½ vius vdkmaV fjdojh lokyksa ds tokc nsus esa fØ,fVo cusa& tc vki dksbZ u;k v‚uykbu vdkmaV 

cukrs gSa] rks vDlj vkils vius vdkmaV dks lqjf{kr j[kus vkSj mls fjdoj djus ds fy, ,d ikloMZ 

lsV djus dks dgk tkrk gSA bldk bLrseky vke rkSj ij rc fdlh ;wt+j dh igpku djus ds fy, 

fd;k tkrk gS] tc os viuk ikloMZ Hkwy tkrs gSa vkSj mUgsa fdlh fgaV dh t+:jr gksrh gSA ;s loky 

vDlj ,slh pht+ksa ij vkèkkfjr gksrs gSa ftUgsa ;kn j[kuk vklku gks] tSls vkids igys ikyrw tkuoj 

dk uke ;k vki fdl Ldwy esa i<+s FksA cnfdLerh ls] geykojksa ds fy, bu pht+ksa dk irk yxkuk 

vklku gksrk gS] vkSj os vkidh tkudkjh ds fcuk vkids vdkmaV rd igq¡pus ds fy, budk bLrseky 

dj ldrs gSaA 



eISSN 2583-6986 
ONLINE 

IDEALISTIC JOURNAL OF ADVANCED RESEARCH IN PROGRESSIVE SPECTRUMS (IJARPS) 
A MONTHLY, OPEN ACCESS, PEER REVIEWED (REFEREED) INTERNATIONAL JOURNAL 

Volume 04, Issue 12, December 2025 

 

EISSN 2583-6986  

©IJARPS JOURNAL, 2025     WWW.IJARPS.ORG 219 

 

• tc vkils vdkmaV fjdojh ls tqM+s loky iwNs tk,¡] rks tokc nsus esa fØ,fVo cusaA mnkgj.k ds 

fy,] vki fdl Ldwy esa i<+s Fks] bl ckjs esa lp crkus ds ctk; vki "IPC" fy[k ldrs gSaA 

6½ Ýh g‚VLi‚V Wi-Fi ij t+:jh ysu&nsu djus ls cpsa& tc vki g‚VLi‚V ;k Ýh Wi-Fi ¼tSls] fdlh 

d‚Q+h 'k‚i esa½ dk bLrseky dj jgs gksa] rks ;g è;ku j[kuk ,d vPNk fopkj gS fd vki v‚uykbu D;k 

dj jgs gSa] D;ksafd ;s usVodZ vDlj lqjf{kr ugha gksrs gSaA vxj vkidk usVodZ lqjf{kr ugha gS] rks dksbZ 

Hkh ml rd igq¡p ldrk gS vkSj vkidk MsVk gkfly dj ldrk gSA bl ckr dk Hkh [krjk jgrk gS fd 

yksx vkids daèks ds Åij ls >k¡ddj vkidh y‚fxu fMVsYl ns[k ysaA blfy,] tgk¡ vki [kcjsa ;k 

ekSle dk gky rks ns[k ldrs gSa] ogha t+~;knk laosnu'khy ysu&nsu djus ls cpus dh dksf'k'k djsaA 

vxj eqefdu gks] rks fdlh vkSj ds fMokbl ds ctk; vius [kqn ds fMokbl dk bLrseky djsaA 

7½ ,aVhok;jl l‚¶+Vos;j baLV‚y djsa vkSj fu;fer :i ls ok;jl ds fy, LdSu djsa& ,aVhok;jl 

l‚¶+Vos;j vkids daI;wVj flLVe ls eSyos;j ¼ok;jl½ dk irk yxkus vkSj mUgsa gVkus esa vkidh enn 

dj ldrk gSA ;fn vki Microsoft Windows 7 ;k mlds ckn dk o'kZu pyk jgs gSa] rks blesa   Windows 

Defender uke dk ,d eq¶+r ,aVhok;jl igys ls vkrk gSA vU;Fkk] fdlh tkuh&ekuh vkSj Hkjkslsean 

daiuh ls dksbZ vlyh ,aVhok;jl [kjhnsaA vkidh LFkkuh; daI;wVj lfoZl daiuh vkidks lykg ns ldrh 

gS fd vkids fy, dkSu lk rjhdk lcls vPNk gSA v‚uykbu feyus okyk eq¶+r ,aVhok;jl l‚¶+Vos;j 

MkmuyksM u djsaA D;ksafd ,sls dbZ çksxzke ftudk foKkiu eq¶+r ds rkSj ij fd;k tkrk gS] os vly esa 

udyh gksrs gSaA eSyos;j ;k ,Mos;j dk irk yxkus vkSj mUgsa gVkus ds ctk;] os [kqn vkids daI;wVj 

ij MkmuyksM gks ldrs gSaA  

lekèkku 

• vius daI;wVj ij ,d ,aVhok;jl çksxzke baLV‚y djsaA ;fn vkidks iDdk ugha gS fd vki ;g [kqn 

dj ldrs gSa ;k ugha] rks dksbZ daI;wVj lfoZl daiuh vkids fy, ;g dke dj ldrh gSA 

•  bls fu;fer :i ls ¼tSls gj g¶+rs½ pyk,¡ vkSj ik, x, ok;jl dks gVk,¡A 

•  vxyh ckj tc Hkh vkidks dksbZ ok;jl feys] rks vius IT çksQ+s'kuy dks mldh tkudkjh nsaA 

8½ lks'ky usVodZ ij è;ku nsa& D;k vki tkurs gSa fd tks tkudkjh vki viuh Facebook çksQ+kby] 

Twitter Q+hM] ;k Instagram vdkmaV ij iksLV djrs gSa] mldk bLrseky vkidh igpku pqjkus ;k vkids 

v‚uykbu vdkmaV dks gSd djus ds fy, fd;k tk ldrk gS\ gesa v‚uykbu pht+sa 'ks;j djus dh bruh 

vknr gks xbZ gS fd ge bl ckjs esa lksprs Hkh ugha gSaA gj fdlh dks vkids ikyrw tkuoj dk uke] 

Ldwy] ukSdjh] vkSj ;gk¡ rd fd vki Nqfê;ksa ij dc tk jgs gSa] ;g lc irk gksrk gSA nqHkkZX; ls] ;g 

tkudkjh u dsoy vkids nksLrksa vkSj ifjokj dks ;g crkrh gS fd vki D;k dj jgs gSa] cfYd ,slh 

tkudkjh Hkh nsrh gS ftldk bLrseky lkbcj vijkèkh vkids MsVk rd igq¡pus ;k vkidh igpku pqjkus 

ds fy, dj ldrs gSaA 
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• vius lks'ky ehfM;k vdkmaV dh çkboslh iDdh djsaA viuh iwjh tkudkjh flQ+Z vius nksLrksa vkSj 

ifjokj okyksa dks gh fn[kkbZ nsus yk;d lsV djsaA vius lks'ky ehfM;k vdkmaV ij cgqr t+~;knk futh 

tkudkjh iksLV u djsaA 

• ikloMZ ds ckjs esa nh xbZ lykg ;kn j[ksaA vxj vki Facebook ij vius dqÙks dh dksbZ Q+ksVks 'ks;j 

djrs gSa] rks iDdk djsa fd vki vius dqÙks dk uke vius ikloMZ ds rkSj ij bLrseky u djsaA 

9½ v‚uykbu nh tkus okyh futh tkudkjh dks lhfer j[ksa& LdSe vkSj fQ+f'kax bZesy vDlj vlyh 

daifu;ksa] tSls cSadksa] dk :i èkjdj vkidks futh ;k foÙkh; tkudkjh nsus ds fy, èkks[kk nsrs gSaA ;g 

tkuuk blfy, t+:jh gS rkfd vki le> ldsa fd dkSu ls vuqjksèk vlyh gSa vkSj dkSu ls ughaA tc 

rd vkidks ;g u irk gks fd tkudkjh dkSu ek¡x jgk gS vkSj D;ksa] rc rd v‚uykbu futh tkudkjh 

u nsaA 

• futh tkudkjh nsus ls igys #dsa vkSj iqf"V djsaA irk djsa fd ftu daifu;ksa ds lkFk vki ysu&nsu 

djrs gSa] os vkils dSls laidZ djsaxh vkSj os vkils dkSu lh tkudkjh ek¡xsaxhA mnkgj.k ds fy,] vkidk 

cSad vkidks dHkh Hkh v‚uykbu cSafdax dk fyad bZesy ugha djsxk vkSj u gh vkils y‚x bu djus ds 

fy, dgsxkA 

• vxj vkidks iDdk ugha irk fd vkils tkudkjh nsus ds fy, D;ksa dgk tk jgk gS] rks lhèks ml 

daiuh dks Q+ksu djds irk djsa fd tkudkjh dh t+:jr D;ksa gSA daifu;ksa ds fy, ;g t+:jh gS fd os 

flQ+Z ogh tkudkjh ek¡xsa tks dkuwu ds fglkc ls t+:jh gksA 

• vxj vkidks futh ;k foÙkh; tkudkjh ds fy, dksbZ v‚uykbu vuqjksèk feyrk gS ftlds ckjs esa 

vkidks iDdk ugha irk] rks tkudkjh nsus ls igys mldh i`"BHkwfe dh tk¡p djsaA mnkgj.k ds fy,] 

vxj vkidh chek daiuh v‚uykbu tkudkjh ek¡x jgh gS] rks igys Q+ksu djsa ;k] vxj gks lds] rks 

vius LFkkuh; v‚fQ+l tkdj tkudkjh ds ckjs esa iwNsaA 

10½ cSad LVsVesaV psd djsa& vius cSad LVsVesaV esa fdlh Hkh lafnXèk xfrfofèk] tSls fd vpkud dh xbZ 

[kjhnkjh ;k [kkrksa ds chp gq, VªkalQj] dh tk¡p djsaA ;fn vkidks dksbZ Hkh vlkekU; xfrfofèk fn[kkbZ 

nsrh gS] rks rqjar vius cSad ls laidZ djsaA ;fn vki ns[krs gSa fd dksbZ vkids cSad [kkrs esa iSls VªkalQj 

dj jgk gS ;k vkids ØsfMV dkMZ ls vpkud dksbZ isesaV dj jgk gS] rks ;g bl ckr dk igyk ladsr 

gks ldrk gS fd fdlh us vkids [kkrs ;k ØsfMV dkMZ dh tkudkjh rd igq¡p cuk yh gSA 

• vius cSad [kkrksa vkSj ØsfMV dkMZ ij ut+j j[ksa] vkSj ges'kk vius LVsVesaV psd djrs jgsaA 

•  tSls gh vkidks dksbZ lafnXèk isesaV ;k fudklh fn[kkbZ ns] rqjar vius cSad dks d‚y djsaA 

11½ ØsfMV psd djok,¡& vius cSad [kkrs ij ut+j j[kus ls vkidks ;g irk yxkus esa enn fey ldrh 

gS fd D;k dksbZ vkSj vkids [kkrs rd igq¡p cuk jgk gSA ØsfMV psd ls vkidks ;g irk py ldrk gS 

fd D;k dksbZ vkSj vkidh futh tkudkjh dk bLrseky djds yksu ys jgk gS] ;k fdlh cM+h [kjhnkjh 

¼tSls dkj½ ds fy, yksu ys jgk gSA vDlj] vkidks bl xfrfofèk ds ckjs esa lcls igys rc irk pyrk 
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gS tc vkidk yksu vLohdkj gks tkrk gS ;k tc iSls olwyus okys yksx vkids njokt+s ij vk tkrs gSaA 

viuh ØsfMV fgLVªh ij ut+j j[kus ls vkidks fdlh Hkh vukfèk—r xfrfofèk ds ckjs esa igys ls gh 

psrkouh fey ldrh gSA 

• gj lky viuk ØsfMV psd djok,¡A 

• ;fn vkidks dqN Hkh lafnXèk fn[kkbZ ns] rks rqjar dkjZokbZ djsaA vius cSad ;k Qkbusal daiuh dks d‚y 

djds mUgsa fLFkfr ds ckjs esa lwfpr djsa vkSj iwNsa fd os vkidh fdl çdkj enn dj ldrs gSaA 

lkbcj lqj{kk lekèkku & lkbcj geyksa ls [kqn dks lqjf{kr j[ksaA 

1½ vius l‚¶Vos;j vkSj v‚ijsfVax flLVe dks viMsV j[ksaA bldk eryc gS fd vki ysVsLV lqj{kk 

viMsV~l dk ykHk mBk ldrs gSaA 

2½ lqj{kk lekèkku ds fy, Kaspersky Total Security tSls ,aVhok;jl l‚¶Vos;j dk mi;ksx djsa( ;g 

[krjksa dk irk yxkrk gS] mUgsa gVkrk gS vkSj lqj{kk ds lokZsÙke Lrj ds fy, vkids l‚¶Vos;j dks 

viMsVsM j[krk gSA 

3½ ,d etcwr ikloMZ dk mi;ksx djsa rkfd ;g lqfuf'pr gks lds fd vkids ikloMZ dk vuqeku 

yxkuk dfBu gksA 

4½ vKkr Hkstus okyksa ls vk, bZesy vVSpesaV~l dks u [kksysa] D;ksafd muesa eSyos;j gks ldrk gSA 

5½ lkoZtfud LFkkuksa ij vlqjf{kr WI-FI usVoDlZ dk mi;ksx djus ls cpsaA ,d vlqjf{kr usVodZ 

eSu&bu&n&fefMy geyksa ds çfr laosnu'khy gksrk gSA 

fu"d"kZ& fMftVy bafM;k ds bl nkSj esa cSafdax dh ifjHkk"kk iwjh rjg cny pqdh gSA tks dke dHkh czkap 

dh yach ykbuksa vkSj iklcqd ,aVªh ls gksrk Fkk] og vkt eksckby LØhu ij ,d VSi ls iwjk gks tkrk 

gSA UPI] baVjusV cSafdax] eksckby o‚ysV vkSj vc CBDC us vke vkneh dks 24Û7 foÙkh; vktknh nh 

gSA ij blh vktknh ds lkFk ,d ubZ pqukSrh Hkh [kM+h gks xbZ gS] lkbcj lqj{kkA cSad vc flQZ iSls ds 

j[kokys ugha] cfYd djksM+ksa yksxksa ds MsVk ds laj{kd Hkh gSaA vkSj ;g MsVk] lkbcj vijkfèk;ksa ds fy, 

lksus dh [kku ls de ughaA RBI dh fjiksV~lZ crkrh gSa fd fMftVy isesaV Ý‚M ds ekeys gj lky c<+ 

jgs gSaA fQf'kax] fLef'kax] udyh cSafdax ,si] vdkmaV Vsdvksoj vkSj jSaleos;j tSls geys vc cM+s cSadksa 

ls ysdj NksVs dks&v‚ijsfVo cSadksa rd dks fu'kkuk cuk jgs gSaA vijkfèk;ksa dk rjhdk Hkh vc igys ls 

T;knk 'kkfrj gks x;k gSA os cSad ds uke ls gwcgw feyrh&tqyrh osclkbV cukrs gSa] dLVej ds;j cudj 

Qksu djrs gSa vkSj Mj ;k ykyp fn[kkdj OTP ekax ysrs gSaA rduhd ds Lrj ij ns[ksa rks DDoS geyksa 

ls cSafdax loZj Bi dj fn, tkrs gSa] API dh detksfj;ksa ls MsVk pksjh gksrk gS vkSj FkMZ ikVÊ osaMj ds 

tfj, iwjs usVodZ esa lsaèk yx tkrh gSA  bl [krjs dks ns[krs gq, RBI us 2016 esa gh Cyber Security 

Framework ykxw fd;k FkkA gj cSad ds fy, 24Û7 flD;ksfjVh v‚ijs'ku lsaVj ;kuh SOC, fu;fer lkbcj 

v‚fMV] vkSj cksMZ Lrj ij CISO dh fu;qfä vfuok;Z dh xbZA Master Direction on Digital Payment 

Security Controls ds rgr eYVh&QSDVj v‚FksafVds'ku] fMokbl ckbafMax vkSj fj;y Vkbe Ý‚M e‚fuVfjax 

dks t:jh cuk;k x;kA cSad vc Zero Trust e‚My ij tk jgs gSa] tgka usVodZ ds vanj Hkh fdlh ij 
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vka[k can djds Hkjkslk ugha fd;k tkrkA AI vkSj e'khu yfuZax dh enn ls xzkgd ds VªkatSD'ku iSVuZ 

dks le>k tkrk gSA vxj jkr 2 cts vkids vdkmaV ls vpkud nqcbZ esa ₹5 yk[k dk VªkalQj gks] rks 

flLVe rqjar mls ¶ySx dj nsxkA   

2023 esa vk;k fMftVy O;fäxr MsVk laj{k.k vfèkfu;e ;kuh DPDP Act bl iwjh yM+kbZ esa xse 

psatj lkfcr gqvk gSA vc MsVk yhd gksus ij cSad ij mlds Xykscy VuZvksoj dk 4 izfr”kr rd tqekZuk 

yx ldrk gSA bl otg ls MsVk ,fUØI'ku] MsVk fefuekbts'ku vkSj Li"V dLVej dalsaV vc flQZ 

csLV çSfDVl ugha] dkuwuh etcwjh cu x, gSaA IBA vkSj IDRBT tSlh laLFkk,a Hkh yxkrkj ubZ xkbMykbal 

tkjh dj jgh gSa rkfd cSafdax lsDVj ,d lkFk feydj [krjksa ls fuiV ldsA ysfdu bruh rS;kjh ds 

ckn Hkh lcls detksj dM+h vkt Hkh balku gh gSA nqfu;k dk lcls etcwr Qk;jo‚y Hkh Qsy gks tkrk 

gS vxj xzkgd [kqn Qksu ij vk, OTP dks fdlh vutku O;fä dks crk nsA blfy, rduhd ds 

lkFk&lkFk tkx:drk ij fuos'k mruk gh t:jh gSA xzkgd dks le>uk gksxk fd dksbZ Hkh cSad Qksu 

ij OTP, CVV ;k UPI PIN ugha ekaxrkA SMS esa vk, fyad ij fDyd djus dh txg czkmtj esa vyx 

ls cSad dh lkbV [kksysaA ifCyd WiFi ij usV cSafdax ls cpsa vkSj flQZ v‚fQf'k;y ,si LVksj ls gh 

cSafdax ,si MkmuyksM djsaA   

vkxs dh jkg lkQ gSA UPI dk nk;jk c<+ jgk gS] CBDC ik;yV ls esuLVªhe dh rjQ tk jgk gSA 

blds lkFk gh cSad vc Passkeys, Behavioral Biometrics vkSj Quantum, safe Encryption tSlh rduhdksa 

ij dke dj jgs gSaA vkus okys le; esa ikloMZ dh txg vkidk Vkbfiax iSVuZ] Qksu idM+us dk rjhdk 

;k psgjk gh vkidh igpku cusxkA [krjs Hkh mrus gh ,Mokal gksaxs] MhiQsd o‚bl d‚y ls ysdj AI 

vkèkkfjr fQf'kax rdA dqy feykdj] cSafdax esa lkbcj flD;ksfjVh vc IT fMikVZesaV dh Qkbyksa esa can 

fjiksVZ ugha gSA ;g xzkgd] cSad vkSj jsxqysVj rhuksa dh lk>k ftEesnkjh gSA VsDuksy‚th ftruh LekVZ 

gksxh] vijkèk Hkh mrus gh LekVZ gksaxsA Hkjkslk gh cSafdax dh lcls cM+h iwath gS] vkSj mls cuk, j[kus ds 

fy, tkx:drk] fuos'k vkSj lg;ksx rhuksa dk larqyu t:jh gSA vxj ge rhuksa ekspksZa ij ,d lkFk 

yM+sa] rks fMftVy bafM;k dk ;g lQj u flQZ rst] cfYd lqjf{kr Hkh jgsxkA 

lanHkZ lwph& 
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